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1NCE OS - Data Processing Addendum 
 

This Data Processing Addendum (hereinafter re-
ferred to as ”DPA”) supplements the 1NCE OS 
Terms of Use, as updated from time to time be-
tween the Customer and 1NCE (hereinafter re-
ferred to as the ”Agreement”) when the GDPR ap-
plies to your use of 1NCE OS to process Customer 
Data. This DPA is an agreement between you and 
the entity you represent (hereinafter referred to 
as ”Customer” ,”you” or ”your”) and 1NCE GmbH, 
Sternengasse 14-16, 50676 Cologne, Germany, 
Local Court of Cologne, HRB 92529 (hereinafter 
referred to as ”1NCE”). 
 

1. Definitions 
Unless otherwise defined in the Agreement, all 
capitalized terms used in this DPA will have the 
meanings given to them below: 
“1NCE Network” means 1NCE’s servers, network-
ing equipment, and host software systems that 
are within 1NCE’s control and are used to pro-
vide 1NCE OS Services . 

“Customer” means you or the entity you repre-
sent. 

“Customer Data” means the “personal data” (as 
defined in the GDPR) that is uploaded to 1NCE 
OS Services under the Customer’s 1NCE ac-
counts. 

“Documentation” means 1NCE Developer Docu-
mentation.  

“EEA” means the European Economic Area. 

“GDPR” means Regulation 2016/679 of the Euro-
pean Parliament and of the Council of 27 April 
2016 on the protection of natural persons with 
regard to the processing of personal data and 
on the free movement of such data, and repeal-
ing Directive 95/46/EC (General Data Protection 
Regulation). 

“processing” has the meaning given to it in the 
GDPR and “process”, “processes” and “pro-
cessed” will be interpreted accordingly. 

“Security Incident” means a breach of 1NCE’s se-
curity leading to the accidental or unlawful de-
struction, loss, alteration, unauthorized disclo-
sure of, or access to, Customer Data. 

“Standard Contractual Clauses” means Annex 1, 
attached to and forming part of this DPA pursu-
ant to the European Commission Decision of 5 
February 2010 on standard contractual clauses 
for the transfer of personal data to processors 
established in third countries under Directive 
95/46/EC and the 

COMMISSION IMPLEMENTING DECISION (EU) 
2021/914 of 4 June 2021 on standard contrac-
tual clauses for the transfer of personal data to 
third countries pursuant to Regulation (EU) 
2016/679 of the European Parliament and of the 
Council. 

2. Data Processing 
2.1 Scope and Roles 

This DPA applies when Customer Data is pro-
cessed by 1NCE within the course of 1NCE OS. 
In this context, 1NCE will act as “processor” to 
the Customer who may act either as “controller” 
or “processor” with respect to Customer Data (as 
each term is defined in the GDPR). 

2.2 Customer Controls 
 1NCE OS provides the Customer with several 
controls, including security features and func-
tionalities, that the Customer may use to re-
trieve, correct, delete or restrict Customer Data 
as described in the respective Documentation. 
Without prejudice to Section 6.1, the Customer 
may use these controls as technical and organi-
zational measures to assist it in connection with 
its obligations under the GDPR, including its ob-
ligations relating to responding to requests 
from data subjects. 

2.3 Details of Data Processing 
a) Subject matter 
The subject matter of the data processing under 
this DPA is Customer Data. 

b) Duration 
As between 1NCE and the Customer, the dura-
tion of the data processing under this DPA is de-
termined by the Agreement. 

c) Purpose 
The purpose of the data processing under this 
DPA is the provision of the 1NCE OS services in-
itiated by the Customer. 

  

https://1nce.com/wp-content/1NCE-OS-terms-of-use-EN.pdf
https://1nce.com/wp-content/1NCE-OS-terms-of-use-EN.pdf
https://help.1nce.com/dev-hub/docs/1nce-os-services-overview
https://help.1nce.com/dev-hub/docs/1nce-os-services-overview


 

                                   ® 

1NCE OS - Data Processing Addendum  2 

 
 

 

d) Nature of the processing 
Compute, storage and such other Services as 
described in the Developer Documentation and 
initiated by the Customer. 

e) Type of Customer Data 
Customer Data uploaded to 1NCE OS under the 
Customer’s 1NCE OS accounts. 

f) Categories of data subjects 
The data subjects may include the Customer’s 
customers, employees, suppliers and end-users.  

2.4 Compliance with Laws 
Each party will comply with all laws, rules and 
regulations applicable to it and binding on it in 
the performance of this DPA, including the 
GDPR. 

3. Customer Instructions 
The parties agree that this DPA and the Agree-
ment (including the provision of instructions via 
configuration tools such as the API, Customer 
Portal, 1NCE OS IoT device endpoints and the 
1NCE OS Cloud Connector made available by 
1NCE for 1NCE OS constitute the Customer’s 
documented instructions regarding 1NCE’s pro-
cessing of Customer Data (hereinafter referred 
to as the “Documented Instructions”). 1NCE will 
process Customer Data only in accordance with 
Documented Instructions. Additional instruc-
tions outside the scope of the Documented In-
structions (if any) require prior written agree-
ment between 1NCE and the Customer, includ-
ing agreement on any additional charges paya-
ble by the Customer to 1NCE for carrying out 
such instructions. The Customer is entitled to 
terminate this DPA and the Agreement if 1NCE 
declines to follow instructions requested by the 
Customer that are outside the scope of, or 
changed from, those given or agreed to be 
given in this DPA. 

4. Confidentiality of Customer Data 
1NCE will not access or use, or disclose to any 
third party, any Customer Data, except, in each 
case, as necessary to maintain or provide 1NCE 
OS, or as necessary to comply with the law or a 
valid and binding order of a governmental body 
(such as a subpoena or court order). If com-
pelled to disclose Customer Data to a govern-
mental body, then 1NCE will give the Customer 
reasonable notice of the demand to allow the 

Customer to seek a protective order or other ap-
propriate remedy unless 1NCE is legally prohib-
ited from doing so. If the Standard Contractual 
Clauses apply, nothing in this Section 4 varies or 
modifies the Standard Contractual Clauses. 

5. Confidentiality Obligations of 1NCE employees 
1NCE restricts their employees from processing 
Customer Data without previous authorization 
by 1NCE. 1NCE imposes appropriate contractual 
obligations upon its employees, including rele-
vant obligations regarding confidentiality, data 
protection, data security and telecommunica-
tion secrecy. 

6. Security of Data Processing 
6.1 1NCE has implemented and shall maintain the 

technical and organizational measures for the 
1NCE Network as described in its security con-
cept to fulfill the catalogue of security require-
ments for the “Operation of Telecommunica-
tions and Data Processing Systems as well as for 
the Processing of Personal Data” according to § 
165 Telecommunications Act (TKG) and this Sec-
tion, which has been audited by the German 
Federal Network Agency (BNetzA). This cata-
logue of security requirements can be viewed at 
here. 
In particular, 1NCE has implemented and will 
maintain the following technical and organiza-
tional measures: 

a) security of the 1NCE Network as set out 
in the security concept; 

b) physical security of the facilities as set out 
in the security concept; 

c) measures to control access rights for 
1NCE employees and contractors in rela-
tion to the 1NCE Network as set out in the 
security concept; and 

d) processes for regularly testing, assessing 
and evaluating the effectiveness of the 
technical and organizational measures 
implemented by 1NCE as described in 
the security concept. 

6.2 The Customer may elect to implement technical 
and organizational measures in relation to Cus-
tomer Data. Such technical and organizational 
measures include the following which may be 
obtained by the Customer from 1NCE as de-
scribed in the Documentation, or directly from a 
third-party supplier: 

https://help.1nce.com/dev-hub/docs/1nce-os-services-overview
https://www.bundesnetzagentur.de/SharedDocs/Downloads/DE/Sachgebiete/Telekommunikation/Unternehmen_Institutionen/Anbieterpflichten/OeffentlicheSicherheit/KatalogSicherheitsanforderungen/KatalogSicherheitsanforderungen.pdf?__blob=publicationFile&v=11
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a) pseudonymization and encryption to en-
sure an appropriate level of security; 

b) measures to ensure the ongoing confi-
dentiality, integrity, availability and resili-
ence of the processing systems and ser-
vices that are being operated by the Cus-
tomer; 

c) measures to allow the Customer to 
backup and archive appropriately in or-
der to restore availability and access to 
Customer Data in a timely manner in the 
event of a physical or technical incident; 
and 

d) processes for regularly testing, assessing 
and evaluating the effectiveness of the 
technical and organizational measures 
implemented by the Customer. 

7. Sub-processing 
7.1 Authorized Sub-processors 

The Customer agrees to the commissioning un-
der the condition of a contractual agreement in 
accordance with applicable Law, to use the fol-
lowing sub-processors to fulfill its contractual 
obligations under this DPA or to provide certain 
services on its behalf: 
 

 
The Customer consents to 1NCE’s use of sub-
processors as described in this Section.  Except 
as set forth in this Section, or as the Customer 
may otherwise authorize, 1NCE will not permit 
any sub-processor to carry out processing activ-
ities on Customer Data on behalf of the Cus-
tomer. 

7.2 Authorized Sub-processors 
Where 1NCE authorizes any sub-processor as 
described in Section 7.1 

a) 1NCE will restrict the sub-processor’s ac-
cess to Customer Data only to what is 
necessary to maintain 1NCE OS or to pro-
vide 1NCE OS to the Customer and any 
End Users in accordance with the Docu-
mentation and 1NCE will prohibit the 
sub-processor from accessing Customer 
Data for any other purpose; 

b) 1NCE will enter into a written agreement 
with the sub-processor and, to the extent 
that the sub-processor is performing the 
same data processing services that are 
being provided by 1NCE under this DPA, 
1NCE will impose on the sub-processor 
the same contractual obligations that 
1NCE has under this DPA; and 

c) 1NCE will remain responsible for its com-
pliance with the obligations of this DPA 
and for any acts or omissions of the sub-
processors that cause 1NCE to breach 
any of 1NCE’s obligations under this DPA. 

8. Data Subject Rights 
Considering the nature of 1NCE OS, 1NCE offers 
the Customer certain controls as described in 
Sections 2.2 and 6.2 that the Customer may 
elect to use to comply with its obligations to-
wards data subjects. In the case that a data sub-
ject contacts 1NCE with regard to correction or 
deletion of its personal data, 1NCE will use com-
mercially reasonable efforts to forward such re-
quests to the Customer. 

9. Security Breach Notifications 
1NCE shall inform the Customer without undue 
delay of any disruptions, breaches of data pro-
tection regulations or agreed stipulations 
through 1NCE or the persons employed by it as 
well as of any suspected data protection 
breaches or irregularities in the processing of 
personal data after becoming aware of the Se-
curity Incident. Furthermore, 1NCE shall take 
reasonable steps to mitigate the effects and to 
minimize any damage resulting from the Secu-
rity Incident. This applies in particular with re-
gard to potential notification obligations of the 
Customer in accordance with Art. 33 and Art. 34 
GDPR. 1NCE undertakes to appropriately sup-
port the Customer, if necessary, in its duties ac-
cording to Art. 33 and 34 GDPR (Art. 28 para. 3 
sentence 2 lit. f GDPR). Notifications according 
to Art. 33 or 34 GDPR for the Customer may only 
be carried out by 1NCE after prior instruction in 
accordance with this DPA. The Customer agrees 

Sub-processor Address / Country Service 
Amazon Web Ser-
vices EMEA SARL 

38 Avenue John F. 
Kennedy, L-1855, 
Luxemburg 

Secure Cloud Ser-
vice Platform 

Hotjar Limited Level 2, St Julian’s 
Business Centre, 3, 
Elia Zammit Street, 
St Julian’s STJ 1000, 
Malta 

Web Analytics of 
Customer Behavior 

Google Analyt-
ics/Google Tag 
manager 

1600 Amphitheatre 
Parkway, Mountain 
View, CA 94043 

Web Analytics of 
User Behavior 

New Relic, Inc. 188 Spear Street, 
Suite 1200, San 
Francisco, CA 94105 

Monitoring of is-
sues and technical 
problems caused 
by frond end and 
customer portal of 
1nce 

Rockset, Inc. 100 S Ellsworth Ave 
#100, San Mateo, 
CA 94401 

Analytics and ag-
gregation of cus-
tomer data 
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that an unsuccessful Security Incident will not be 
subject to this Section. An unsuccessful Security 
Incident is one that results in no unauthorized 
access to Customer Data or to any of 1NCE 
equipment or facilities storing Customer Data, 
and may include, without limitation, pings and 
other broadcast attacks on firewalls or servers, 
port scans, unsuccessful log-on attempts, denial 
of service attacks, packet sniffing (or other unau-
thorized access to traffic data that does not re-
sult in access beyond headers) or similar inci-
dents. In addition, the Customer agrees 1NCE’s 
obligation to report or respond to a Security In-
cident under this Section is not and will not be 
construed as an acknowledgement by 1NCE of 
any fault or liability of 1NCE with respect to the 
Security Incident. 

10. Audits 
The Customer agrees to exercise any right it 
may have to conduct an audit or inspection, in-
cluding under the Standard Contractual Clauses 
if they apply, by instructing 1NCE to carry out the 
audit. If the Customer wishes to change the in-
struction regarding the audit, then the Cus-
tomer has the right to request a change to this 
instruction by sending 1NCE written notice as 
provided for in the Agreement. If 1NCE declines 
to follow any instruction requested by the Cus-
tomer regarding audits or inspections, the Cus-
tomer is entitled to terminate this DPA and the 
Agreement. If the Standard Contractual Clauses 
apply, nothing in this Section varies or modifies 
the Standard Contractual Clauses nor affects 
any supervisory authority’s or data subject’s 
rights under the Standard Contractual Clauses. 

11. Transfers of Customer Data 
The Standard Contractual Clauses will apply to 
Customer Data that is transferred outside the 
EEA, either directly or via onward transfer, to any 
country not recognized by the European Com-
mission as providing an adequate level of pro-
tection for personal data (as described in the 
GDPR). The Standard Contractual Clauses will 
not apply to Customer Data that is not trans-
ferred, either directly or via onward transfer, 
outside the EEA. Notwithstanding the foregoing, 
the Standard Contractual Clauses (or obligations 
the same as those under the Standard Contrac-
tual Clauses) will not apply if 1NCE has adopted 
Binding Corporate Rules for Processors or an al-
ternative recognized compliance standard for 
the lawful transfer of personal data (as defined 
in the GDPR) outside the EEA. 

12. Return or Deletion of Customer Data 
After completion of the contractual perfor-
mances, 1NCE shall have all data, documents 
and processing or usage results obtained by 
1NCE and sub-processors in connection with the 
contractual relationship: 

a) returned to the Customer; or 

b) deleted or destroyed in accordance with 
applicable data protection regulations; 
the deletion or destruction must be con-
firmed to the Customer in writing or in 
electronic form, stating the date of dele-
tion or destruction. 

13. Termination 
This DPA shall continue in force until the termi-
nation of the Agreement (hereinafter referred to 
as “Termination Date”) 

14. Liability 
14.1 With regard to liability towards data subjects, 

the parties herewith expressly refer to Art. 82 
GDPR as mandatory law. 

14.2 As to the mutual liability of the parties in all other 
respects, the liability and indemnification provi-
sions of the Agreement shall apply mutatis mu-
tandis to this DPA. 

15. Miscellaneous 
15.1 Should the Customer’s property as to data carri-

ers or the personal data itself that is processed 
by 1NCE be endangered by measures of third 
parties (such as seizure or confiscation), by insol-
vency proceedings or by other events, 1NCE 
must inform the Customer hereof without un-
due delay. 

15.2 Except as amended by this DPA, the Agreement 
will remain in full force and effect.  If there is a 
conflict between any other agreement between 
the parties including the Agreement and this 
DPA, the terms of this DPA will control, except 
that the service terms will control over this DPA. 

15.3 Should any provision of this DPA be or become 
invalid or unenforceable in whole or in part, or 
should this DPA contain a gap, this shall not af-
fect the validity of the remaining provisions of 
this DPA. In this case, the parties undertake to 
agree on a new, legally effective and enforceable 
provision which comes as close as possible to 
the economic purpose of the invalid, unenforce-
able or missing provision 
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Annex 1 

 
STANDARD CONTRACTUAL CLAUSES (PROCESSORS) 

 

For the purposes of Article 26(2) of Directive 95/46/EC 
for the transfer of personal data to processors estab-
lished in third countries which do not ensure an ade-
quate level of data protection 

 

The entity identified as “Customer” in the DPA 

(the “data exporter”) 

 

and 

 

1NCE GmbH 

Sternengasse 14-16, 50676 Cologne, Germany 

(the “data importer”) 

 

each a ‘party’; together ‘the parties’, 

 

HAVE AGREED on the following Contractual Clauses 
(the Clauses) in order to adduce adequate safeguards 
with respect to the protection of privacy and fundamen-
tal rights and freedoms of individuals for the transfer 
by the data exporter to the data importer of the per-
sonal data specified in Appendix 1. 

 

SECTION I 

Clause 1 

Purpose and scope 

(a) The purpose of these standard contractual clauses 
is to ensure compliance with the requirements of Reg-
ulation (EU) 2016/679 of the European Parliament and 
of the Council of 27 April 2016 on the protection of nat-
ural persons with regard to the processing of personal 
data and on the free movement of such data (General 
Data Protection Regulation) (1) for the transfer of per-
sonal data to a third country.  

(b) The Parties  

(i) the natural or legal person(s), public authority/ies, 
agency/ies or other body/ies (hereinafter ‘entity/ies’) 
transferring the personal data, as listed in Annex I.A 
(hereinafter each ‘data exporter’), and  

(ii) the entity/ies in a third country receiving the per-
sonal data from the data exporter, directly or indirectly 
via another entity also Party to these Clauses, as listed 
in Annex I B. (hereinafter each ‘data importer’)  

have agreed to these standard contractual clauses 
(hereinafter: ‘Clauses’).  

(c) These Clauses apply with respect to the transfer of 
personal data as specified in Annex I.  

(d) The Appendix to these Clauses containing the An-
nexes referred to therein forms an integral part of 
these Clauses.  

Clause 2 

Effect and invariability of the Clauses  

(a) These Clauses set out appropriate safeguards, in-
cluding enforceable data subject rights and effective le-
gal remedies, pursuant to Article 46(1) and Article 
46(2)(c) of Regulation (EU) 2016/679 and, with respect 
to data transfers from controllers to processors and/or 
processors to processors, standard contractual clauses 
pursuant to Article 28(7) of Regulation (EU) 2016/679, 
provided they are not modified, except to select the ap-
propriate Module(s) or to add or update information in 
the Appendix. This does not prevent the Parties from 
including the standard contractual clauses laid down in 
these Clauses in a wider contract and/or to add other 
clauses or additional safeguards, provided that they do 
not contradict, directly or indirectly, these Clauses or 
prejudice the fundamental rights or freedoms of data 
subjects.  

(b) These Clauses are without prejudice to obligations 
to which the data exporter is subject by virtue of Regu-
lation (EU) 2016/679.  

Clause 3 

Third-party beneficiaries 

(a) Data subjects may invoke and enforce these Clauses, 
as third-party beneficiaries, against the data exporter 
and/or data importer, with the following exceptions:  

(i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;  
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(ii) Clause 8 – Module One: Clause 8.5 (e) and Clause 
8.9(b); Module Two: Clause 8.1(b), 8.9(a), (c), (d) and (e); 
Module Three: Clause 8.1(a), (c) and (d) and Clause 
8.9(a), (c), (d), (e), (f) and (g); Module Four: Clause 8.1 (b) 
and Clause 8.3(b);  

(iii) Clause 9 – Module Two: Clause 9(a), (c), (d) and (e); 
Module Three: Clause 9(a), (c), (d) and (e);  

(iv) Clause 12 – Module One: Clause 12(a) and (d); Mod-
ules Two and Three: Clause 12(a), (d) and (f);  

(v) Clause 13; 

(vi) Clause 15.1(c), (d) and (e);  

(vii) Clause 16(e);  

(viii) Clause 18 – Modules One, Two and Three: Clause 
18(a) and (b); Module Four: Clause 18.  

(b) Paragraph (a) is without prejudice to rights of data 
subjects under Regulation (EU) 2016/679.  

Clause 4 

Interpretation  

(a) Where these Clauses use terms that are defined in 
Regulation (EU) 2016/679, those terms shall have the 
same meaning as in that Regulation.  

(b) These Clauses shall be read and interpreted in the 
light of the provisions of Regulation (EU) 2016/679.  

(c) These Clauses shall not be interpreted in a way that 
conflicts with rights and obligations provided for in Reg-
ulation (EU) 2016/679.  

Clause 5 

Hierarchy  

In the event of a contradiction between these Clauses 
and the provisions of related agreements between the 
Parties, existing at the time these Clauses are agreed 
or entered into thereafter, these Clauses shall prevail.  

Clause 6 

Description of the transfer(s)  

The details of the transfer(s), and in particular the cate-
gories of personal data that are transferred and the 
purpose(s) for which they are transferred, are specified 
in Annex I.B.  

Clause 7 – Optional  

Docking clause  

(a) An entity that is not a Party to these Clauses may, 
with the agreement of the Parties, accede to these 
Clauses at any time, either as a data exporter or as a 
data importer, by completing the Appendix and signing 
Annex I.A.  

(b) Once it has completed the Appendix and signed An-
nex I.A, the acceding entity shall become a Party to 
these Clauses and have the rights and obligations of a 
data exporter or data importer in accordance with its 
designation in Annex I.A.  

(c) The acceding entity shall have no rights or obliga-
tions arising under these Clauses from the period prior 
to becoming a Party.  

SECTION II – OBLIGATIONS OF THE PARTIES  

Clause 8 

Data protection safeguards  

The data exporter warrants that it has used reasonable 
efforts to determine that the data importer is able, 
through the implementation of appropriate technical 
and organisational measures, to satisfy its obligations 
under these Clauses.  

(MODULE TWO: Transfer controller to processor)  

8.1 Instructions  

(a) The data importer shall process the personal data 
only on documented instructions from the data ex-
porter. The data exporter may give such instructions 
throughout the duration of the contract.  

(b) The data importer shall immediately inform the data 
exporter if it is unable to follow those instructions.  

8.2 Purpose limitation  

The data importer shall process the personal data only 
for the specific purpose(s) of the transfer, as set out in 
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Annex I.B, unless on further instructions from the data 
exporter.  

8.3 Transparency  

On request, the data exporter shall make a copy of 
these Clauses, including the Appendix as completed by 
the Parties, available to the data subject free of charge. 
To the extent necessary to protect business secrets or 
other confidential information, including the measures 
described in Annex II and personal data, the data ex-
porter may redact part of the text of the Appendix to 
these Clauses prior to sharing a copy, but shall provide 
a meaningful summary where the data subject would 
otherwise not be able to understand the its content or 
exercise his/her rights. On request, the Parties shall 
provide the data subject with the reasons for the redac-
tions, to the extent possible without revealing the re-
dacted information. This Clause is without prejudice to 
the obligations of the data exporter under Articles 13 
and 14 of Regulation (EU) 2016/679.  

8.4 Accuracy  

If the data importer becomes aware that the personal 
data it has received is inaccurate, or has become out-
dated, it shall inform the data exporter without undue 
delay. In this case, the data importer shall cooperate 
with the data exporter to erase or rectify the data.  

8.5 Duration of processing and erasure or return of 
data  

Processing by the data importer shall only take place 
for the duration specified in Annex I.B. After the end of 
the provision of the processing services, the data im-
porter shall, at the choice of the data exporter, delete 
all personal data processed on behalf of the data ex-
porter and certify to the data exporter that it has done 
so, or return to the data exporter all personal data pro-
cessed on its behalf and delete existing copies. Until the 
data is deleted or returned, the data importer shall con-
tinue to ensure compliance with these Clauses. In case 
of local laws applicable to the data importer that pro-
hibit return or deletion of the personal data, the data 
importer warrants that it will continue to ensure com-
pliance with these Clauses and will only process it to the 
extent and for as long as required under that local law. 
This is without prejudice to Clause 14, in particular the 
requirement for the data importer under Clause 14(e) 
to notify the data exporter throughout the duration of 
the contract if it has reason to believe that it is or has 
become subject to laws or practices not in line with the 
requirements under Clause 14(a).  

8.6 Security of processing  

(a) The data importer and, during transmission, also the 
data exporter shall implement appropriate technical 
and organisational measures to ensure the security of 
the data, including protection against a breach of secu-
rity leading to accidental or unlawful destruction, loss, 
alteration, unauthorised disclosure or access to that 
data (hereinafter ‘personal data breach’). In assessing 
the appropriate level of security, the Parties shall take 
due account of the state of the art, the costs of imple-
mentation, the nature, scope, context and purpose(s) of 
processing and the risks involved in the processing for 
the data subjects. The Parties shall in particular con-
sider having recourse to encryption or pseudonymisa-
tion, including during transmission, where the purpose 
of processing can be fulfilled in that manner. In case of 
pseudonymisation, the additional information for at-
tributing the personal data to a specific data subject 
shall, where possible, remain under the exclusive con-
trol of the data exporter. In complying with its obliga-
tions under this paragraph, the data importer shall at 
least implement the technical and organisational 
measures specified in Annex II. The data importer shall 
carry out regular checks to ensure that these measures 
continue to provide an appropriate level of security.  

(b) The data importer shall grant access to the personal 
data to members of its personnel only to the extent 
strictly necessary for the implementation, management 
and monitoring of the contract. It shall ensure that per-
sons authorised to process the personal data have 
committed themselves to confidentiality or are under 
an appropriate statutory obligation of confidentiality.  

(c) In the event of a personal data breach concerning 
personal data processed by the data importer under 
these Clauses, the data importer shall take appropriate 
measures to address the breach, including measures 
to mitigate its adverse effects. The data importer shall 
also notify the data exporter without undue delay after 
having become aware of the breach. Such notification 
shall contain the details of a contact point where more 
information can be obtained, a description of the na-
ture of the breach (including, where possible, catego-
ries and approximate number of data subjects and per-
sonal data records concerned), its likely consequences 
and the measures taken or proposed to address the 
breach including, where appropriate, measures to mit-
igate its possible adverse effects. Where, and in so far 
as, it is not possible to provide all information at the 
same time, the initial notification shall contain the infor-
mation then available and further information shall, as 
it becomes available, subsequently be provided without 
undue delay.  
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(d) The data importer shall cooperate with and assist 
the data exporter to enable the data exporter to comply 
with its obligations under Regulation (EU) 2016/679, in 
particular to notify the competent supervisory authority 
and the affected data subjects, taking into account the 
nature of processing and the information available to 
the data importer.  

8.7 Sensitive data  

Where the transfer involves personal data revealing ra-
cial or ethnic origin, political opinions, religious or phil-
osophical beliefs, or trade union membership, genetic 
data, or biometric data for the purpose of uniquely 
identifying a natural person, data concerning health or 
a person’s sex life or sexual orientation, or data relating 
to criminal convictions and offences (hereinafter ‘sensi-
tive data’), the data importer shall apply the specific re-
strictions and/or additional safeguards described in An-
nex I.B.  

8.8 Onward transfers  

The data importer shall only disclose the personal data 
to a third party on documented instructions from the 
data exporter. In addition, the data may only be dis-
closed to a third party located outside the European 
Union (4) (in the same country as the data importer or 
in another third country, hereinafter ‘onward transfer’) 
if the third party is or agrees to be bound by these 
Clauses, under the appropriate Module, or if:  

(i) the onward transfer is to a country benefitting from 
an adequacy decision pursuant to Article 45 of Regula-
tion (EU) 2016/679 that covers the onward transfer;  

(ii) the third party otherwise ensures appropriate safe-
guards pursuant to Articles 46 or 47 Regulation of (EU) 
2016/679 with respect to the processing in question;  

(iii) the onward transfer is necessary for the establish-
ment, exercise or defence of legal claims in the context 
of specific administrative, regulatory or judicial pro-
ceedings; or  

(iv) the onward transfer is necessary in order to protect 
the vital interests of the data subject or of another nat-
ural person.  

Any onward transfer is subject to compliance by the 
data importer with all the other safeguards under these 
Clauses, in particular purpose limitation.  

 

8.9 Documentation and compliance  

(a) The data importer shall promptly and adequately 
deal with enquiries from the data exporter that relate 
to the processing under these Clauses.  

(b) The Parties shall be able to demonstrate compliance 
with these Clauses. In particular, the data importer shall 
keep appropriate documentation on the processing ac-
tivities carried out on behalf of the data exporter.  

(c) The data importer shall make available to the data 
exporter all information necessary to demonstrate 
compliance with the obligations set out in these 
Clauses and at the data exporter’s request, allow for 
and contribute to audits of the processing activities 
covered by these Clauses, at reasonable intervals or if 
there are indications of non-compliance. In deciding on 
a review or audit, the data exporter may take into ac-
count relevant certifications held by the data importer.  

(d) The data exporter may choose to conduct the audit 
by itself or mandate an independent auditor. Audits 
may include inspections at the premises or physical fa-
cilities of the data importer and shall, where appropri-
ate, be carried out with reasonable notice.  

(e) The Parties shall make the information referred to in 
paragraphs (b) and (c), including the results of any au-
dits, available to the competent supervisory authority 
on request.  

Clause 9 Use of sub-processors  

(MODULE TWO: Transfer controller to processor)  

(a) SPECIFIC PRIOR AUTHORISATION - The data im-
porter shall not sub-contract any of its processing ac-
tivities performed on behalf of the data exporter under 
these Clauses to a sub-processor without the data ex-
porter’s prior specific written authorisation. The data 
importer shall submit the request for specific authori-
sation at least [Specify time period] prior to the engage-
ment of the sub-processor, together with the infor-
mation necessary to enable the data exporter to decide 
on the authorisation. The list of sub-processors already 
authorised by the data exporter can be found in Annex 
III. The Parties shall keep Annex III up to date.  

(b) Where the data importer engages a sub-processor 
to carry out specific processing activities (on behalf of 
the data exporter), it shall do so by way of a written con-
tract that provides for, in substance, the same data pro-
tection obligations as those binding the data importer 
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under these Clauses, including in terms of third-party 
beneficiary rights for data subjects. The Parties agree 
that, by complying with this Clause, the data importer 
fulfils its obligations under Clause 8.8. The data im-
porter shall ensure that the sub-processor complies 
with the obligations to which the data importer is sub-
ject pursuant to these Clauses.  

(c) The data importer shall provide, at the data ex-
porter’s request, a copy of such a sub-processor agree-
ment and any subsequent amendments to the data ex-
porter. To the extent necessary to protect business se-
crets or other confidential information, including per-
sonal data, the data importer may redact the text of the 
agreement prior to sharing a copy.  

(d) The data importer shall remain fully responsible to 
the data exporter for the performance of the sub-pro-
cessor’s obligations under its contract with the data im-
porter. The data importer shall notify the data exporter 
of any failure by the sub- processor to fulfil its obliga-
tions under that contract.  

(e) The data importer shall agree a third-party benefi-
ciary clause with the sub- processor whereby – in the 
event the data importer has factually disappeared, 
ceased to exist in law or has become insolvent – the 
data exporter shall have the right to terminate the sub-
processor contract and to instruct the sub-processor to 
erase or return the personal data.  

Clause 10 Data subject rights  

(MODULE TWO: Transfer controller to processor)  

(a) The data importer shall promptly notify the data ex-
porter of any request it has received from a data sub-
ject. It shall not respond to that request itself unless it 
has been authorised to do so by the data exporter.  

(b) The data importer shall assist the data exporter in 
fulfilling its obligations to respond to data subjects’ re-
quests for the exercise of their rights under Regulation 
(EU) 2016/679. In this regard, the Parties shall set out 
in Annex II the appropriate technical and organisational 
measures, taking into account the nature of the pro-
cessing, by which the assistance shall be provided, as 
well as the scope and the extent of the assistance re-
quired.  

(c) In fulfilling its obligations under paragraphs (a) and 
(b), the data importer shall comply with the instructions 
from the data exporter.  

Clause 11 Redress  

(a) The data importer shall inform data subjects in a 
transparent and easily accessible format, through indi-
vidual notice or on its website, of a contact point au-
thorised to handle complaints. It shall deal promptly 
with any complaints it receives from a data subject.  

[OPTION: The data importer agrees that data subjects 
may also lodge a complaint with an independent dis-
pute resolution body at no cost to the data subject. It 
shall inform the data subjects, in the manner set out in 
paragraph (a), of such redress mechanism and that 
they are not required to use it, or follow a particular se-
quence in seeking redress.]  

(MODULE TWO: Transfer controller to processor)  

(b) In case of a dispute between a data subject and one 
of the Parties as regards compliance with these 
Clauses, that Party shall use its best efforts to resolve 
the issue amicably in a timely fashion. The Parties shall 
keep each other informed about such disputes and, 
where appropriate, cooperate in resolving them.  

(c) Where the data subject invokes a third-party benefi-
ciary right pursuant to Clause 3, the data importer shall 
accept the decision of the data subject to:  

(i) lodge a complaint with the supervisory authority in 
the Member State of his/her habitual residence or place 
of work, or the competent supervisory authority pursu-
ant to Clause 13;  

(ii) refer the dispute to the competent courts within the 
meaning of Clause 18.  

(d) The Parties accept that the data subject may be rep-
resented by a not-for-profit body, organisation or asso-
ciation under the conditions set out in Article 80(1) of 
Regulation (EU) 2016/679.  

(e) The data importer shall abide by a decision that is 
binding under the applicable EU or Member State law.  

(f) The data importer agrees that the choice made by 
the data subject will not prejudice his/her substantive 
and procedural rights to seek remedies in accordance 
with applicable laws.  

Clause 12 Liability 

 (MODULE TWO: Transfer controller to processor)  
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(a) Each Party shall be liable to the other Party/ies for 
any damages it causes the other Party/ies by any 
breach of these Clauses.  

(b) The data importer shall be liable to the data subject, 
and the data subject shall be entitled to receive com-
pensation, for any material or non-material damages 
the data importer or its sub-processor causes the data 
subject by breaching the third- party beneficiary rights 
under these Clauses.  

(c) Notwithstanding paragraph (b), the data exporter 
shall be liable to the data subject, and the data subject 
shall be entitled to receive compensation, for any ma-
terial or non-material damages the data exporter or the 
data importer (or its sub-processor) causes the data 
subject by breaching the third-party beneficiary rights 
under these Clauses. This is without prejudice to the li-
ability of the data exporter and, where the data ex-
porter is a processor acting on behalf of a controller, to 
the liability of the controller under Regulation (EU) 
2016/679 or Regulation (EU) 2018/1725, as applicable.  

(d) The Parties agree that if the data exporter is held 
liable under paragraph (c) for damages caused by the 
data importer (or its sub-processor), it shall be entitled 
to claim back from the data importer that part of the 
compensation corresponding to the data importer’s re-
sponsibility for the damage.  

(e) Where more than one Party is responsible for any 
damage caused to the data subject as a result of a 
breach of these Clauses, all responsible Parties shall be 
jointly and severally liable and the data subject is enti-
tled to bring an action in court against any of these Par-
ties.  

(f) The Parties agree that if one Party is held liable under 
paragraph (e), it shall be entitled to claim back from the 
other Party/ies that part of the compensation corre-
sponding to its/their responsibility for the damage.  

(g) The data importer may not invoke the conduct of a 
sub-processor to avoid its own liability.  

Clause 13 Supervision 

 (MODULE TWO: Transfer controller to processor)  

(a) [Where the data exporter is established in an EU 
Member State:] The supervisory authority with respon-
sibility for ensuring compliance by the data exporter 
with Regulation (EU) 2016/679 as regards the data 

transfer, as indicated in Annex I.C, shall act as compe-
tent supervisory authority.  

[Where the data exporter is not established in an EU 
Member State, but falls within the territorial scope of 
application of Regulation (EU) 2016/679 in accordance 
with its Article 3(2) and has appointed a representative 
pursuant to Article 27(1) of Regulation (EU) 2016/679:] 
The supervisory authority of the Member State in which 
the representative within the meaning of Article 27(1) 
of Regulation (EU) 2016/679 is established, as indicated 
in Annex I.C, shall act as competent supervisory author-
ity.  

[Where the data exporter is not established in an EU 
Member State, but falls within the territorial scope of 
application of Regulation (EU) 2016/679 in accordance 
with its Article 3(2) without however having to appoint 
a representative pursuant to Article 27(2) of Regulation 
(EU) 2016/679:] The supervisory authority of one of the 
Member States in which the data subjects whose per-
sonal data is transferred under these Clauses in rela-
tion to the offering of goods or services to them, or 
whose behaviour is monitored, are located, as indicated 
in Annex I.C, shall act as competent supervisory author-
ity.  

(b) The data importer agrees to submit itself to the ju-
risdiction of and cooperate with the competent super-
visory authority in any procedures aimed at ensuring 
compliance with these Clauses. In particular, the data 
importer agrees to respond to enquiries, submit to au-
dits and comply with the measures adopted by the su-
pervisory authority, including remedial and compensa-
tory measures. It shall provide the supervisory author-
ity with written confirmation that the necessary actions 
have been taken.  

SECTION III – LOCAL LAWS AND OBLIGATIONS IN CASE 
OF ACCESS BY PUBLIC AUTHORITIES  

Clause 14 Local laws and practices affecting compli-
ance with the Clauses  

MODULE TWO: Transfer controller to processor  

(a) The Parties warrant that they have no reason to be-
lieve that the laws and practices in the third country of 
destination applicable to the processing of the personal 
data by the data importer, including any requirements 
to disclose personal data or measures authorising ac-
cess by public authorities, prevent the data importer 
from fulfilling its obligations under these Clauses. This 
is based on the understanding that laws and practices 
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that respect the essence of the fundamental rights and 
freedoms and do not exceed what is necessary and 
proportionate in a democratic society to safeguard one 
of the objectives listed in Article 23(1) of Regulation (EU) 
2016/679, are not in contradiction with these Clauses.  

(b) The Parties declare that in providing the warranty in 
paragraph (a), they have taken due account in particu-
lar of the following elements:  

(i) the specific circumstances of the transfer, including 
the length of the processing chain, the number of ac-
tors involved and the transmission channels used; in-
tended onward transfers; the type of recipient; the pur-
pose of processing; the categories and format of the 
transferred personal data; the economic sector in 
which the transfer occurs; the storage location of the 
data transferred;  

(ii) the laws and practices of the third country of desti-
nation– including those requiring the disclosure of data 
to public authorities or authorising access by such au-
thorities – relevant in light of the specific circumstances 
of the transfer, and the applicable limitations and safe-
guards ;  

(iii) any relevant contractual, technical or organisational 
safeguards put in place to supplement the safeguards 
under these Clauses, including measures applied dur-
ing transmission and to the processing of the personal 
data in the country of destination.  

(c) The data importer warrants that, in carrying out the 
assessment under paragraph (b), it has made its best 
efforts to provide the data exporter with relevant infor-
mation and agrees that it will continue to cooperate 
with the data exporter in ensuring compliance with 
these Clauses.  

(d) The Parties agree to document the assessment un-
der paragraph (b) and make it available to the compe-
tent supervisory authority on request.  

(e) The data importer agrees to notify the data exporter 
promptly if, after having agreed to these Clauses and 
for the duration of the contract, it has reason to believe 
that it is or has become subject to laws or practices not 
in line with the requirements under paragraph (a), in-
cluding following a change in the laws of the third coun-
try or a measure (such as a disclosure request) indicat-
ing an application of such laws in practice that is not in 
line with the requirements in paragraph (a). [For Mod-
ule Three: The data exporter shall forward the notifica-
tion to the controller.]  

(f) Following a notification pursuant to paragraph (e), or 
if the data exporter otherwise has reason to believe 
that the data importer can no longer fulfil its obligations 
under these Clauses, the data exporter shall promptly 
identify appropriate measures (e.g. technical or organ-
isational measures to ensure security and confidential-
ity) to be adopted by the data exporter and/or data im-
porter to address the situation [for Module Three:, if ap-
propriate in consultation with the controller]. The data 
exporter shall suspend the data transfer if it considers 
that no appropriate safeguards for such transfer can be 
ensured, or if instructed by [for Module Three: the con-
troller or] the competent supervisory authority to do so. 
In this case, the data exporter shall be entitled to termi-
nate the contract, insofar as it concerns the processing 
of personal data under these Clauses. If the contract 
involves more than two Parties, the data exporter may 
exercise this right to termination only with respect to 
the relevant Party, unless the Parties have agreed oth-
erwise. Where the contract is terminated pursuant to 
this Clause, Clause 16(d) and (e) shall apply.  

Clause 15 Obligations of the data importer in case of 
access by public authorities  

(MODULE TWO: Transfer controller to processor)  

15.1 Notification  

(a) The data importer agrees to notify the data exporter 
and, where possible, the data subject promptly (if nec-
essary with the help of the data exporter) if it:  

(i) receives a legally binding request from a public au-
thority, including judicial authorities, under the laws of 
the country of destination for the disclosure of personal 
data transferred pursuant to these Clauses; such noti-
fication shall include information about the personal 
data requested, the requesting authority, the legal ba-
sis for the request and the response provided; or  

(ii) becomes aware of any direct access by public au-
thorities to personal data transferred pursuant to these 
Clauses in accordance with the laws of the country of 
destination; such notification shall include all infor-
mation available to the importer.  

(b) If the data importer is prohibited from notifying the 
data exporter and/or the data subject under the laws of 
the country of destination, the data importer agrees to 
use its best efforts to obtain a waiver of the prohibition, 
with a view to communicating as much information as 
possible, as soon as possible. The data importer agrees 
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to document its best efforts in order to be able to 
demonstrate them on request of the data exporter.  

(c) Where permissible under the laws of the country of 
destination, the data importer agrees to provide the 
data exporter, at regular intervals for the duration of 
the contract, with as much relevant information as pos-
sible on the requests received (in particular, number of 
requests, type of data requested, requesting author-
ity/ies, whether requests have been challenged and the 
outcome of such challenges, etc.).  

(d) The data importer agrees to preserve the infor-
mation pursuant to paragraphs (a) to (c) for the dura-
tion of the contract and make it available to the compe-
tent supervisory authority on request.  

(e) Paragraphs (a) to (c) are without prejudice to the ob-
ligation of the data importer pursuant to Clause 14(e) 
and Clause 16 to inform the data exporter promptly 
where it is unable to comply with these Clauses.  

15.2 Review of legality and data minimisation  

(a) The data importer agrees to review the legality of the 
request for disclosure, in particular whether it remains 
within the powers granted to the requesting public au-
thority, and to challenge the request if, after careful as-
sessment, it concludes that there are reasonable 
grounds to consider that the request is unlawful under 
the laws of the country of destination, applicable obli-
gations under international law and principles of inter-
national comity. The data importer shall, under the 
same conditions, pursue possibilities of appeal. When 
challenging a request, the data importer shall seek in-
terim measures with a view to suspending the effects 
of the request until the competent judicial authority has 
decided on its merits. It shall not disclose the personal 
data requested until required to do so under the appli-
cable procedural rules. These requirements are with-
out prejudice to the obligations of the data importer 
under Clause 14(e).  

(b) The data importer agrees to document its legal as-
sessment and any challenge to the request for disclo-
sure and, to the extent permissible under the laws of 
the country of destination, make the documentation 
available to the data exporter. It shall also make it avail-
able to the competent supervisory authority on re-
quest. [For Module Three: The data exporter shall make 
the assessment available to the controller.]  

(c) The data importer agrees to provide the minimum 
amount of information permissible when responding to 

a request for disclosure, based on a reasonable inter-
pretation of the request.  

SECTION IV – FINAL PROVISIONS  

Clause 16  

Non-compliance with the Clauses and termination  

(a) The data importer shall promptly inform the data ex-
porter if it is unable to comply with these Clauses, for 
whatever reason.  

(b) In the event that the data importer is in breach of 
these Clauses or unable to comply with these Clauses, 
the data exporter shall suspend the transfer of per-
sonal data to the data importer until compliance is 
again ensured or the contract is terminated. This is 
without prejudice to Clause 14(f).  

(c) The data exporter shall be entitled to terminate the 
contract, insofar as it concerns the processing of per-
sonal data under these Clauses, where:  

(i) the data exporter has suspended the transfer of per-
sonal data to the data importer pursuant to paragraph 
(b) and compliance with these Clauses is not restored 
within a reasonable time and in any event within one 
month of suspension;  

(ii) the data importer is in substantial or persistent 
breach of these Clauses; or  

(iii) the data importer fails to comply with a binding de-
cision of a competent court or supervisory authority re-
garding its obligations under these Clauses. In these 
cases, it shall inform the competent supervisory author-
ity [for Module Three: and the controller] of such non-
compliance. Where the contract involves more than two 
Parties, the data exporter may exercise this right to ter-
mination only with respect to the relevant Party, unless 
the Parties have agreed otherwise.  

(d) [For Modules One, Two and Three: Personal data 
that has been transferred prior to the termination of 
the contract pursuant to paragraph (c) shall at the 
choice of the data exporter immediately be returned to 
the data exporter or deleted in its entirety. The same 
shall apply to any copies of the data.] [For Module Four: 
Personal data collected by the data exporter in the EU 
that has been transferred prior to the termination of 
the contract pursuant to paragraph (c) shall immedi-
ately be deleted in its entirety, including any copy 
thereof.] The data importer shall certify the deletion of 
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the data to the data exporter. Until the data is deleted 
or returned, the data importer shall continue to ensure 
compliance with these Clauses. In case of local laws ap-
plicable to the data importer that prohibit the return or 
deletion of the transferred personal data, the data im-
porter warrants that it will continue to ensure compli-
ance with these Clauses and will only process the data 
to the extent and for as long as required under that lo-
cal law.  

(e) Either Party may revoke its agreement to be bound 
by these Clauses where (i) the European Commission 
adopts a decision pursuant to Article 45(3) of Regula-
tion (EU) 2016/679 that covers the transfer of personal 
data to which these Clauses apply; or (ii) Regulation (EU) 
2016/679 becomes part of the legal framework of the 
country to which the personal data is transferred. This 
is without prejudice to other obligations applying to the 
processing in question under Regulation (EU) 
2016/679.  

Clause 17  

Governing law  

(MODULE TWO: Transfer controller to processor)  

OPTION 1: These Clauses shall be governed by the law 
of one of the EU Member States, provided such law al-
lows for third-party beneficiary rights. The Parties agree 
that this shall be the law of Germany (specify Member 
State).  

Clause 18  

Choice of forum and jurisdiction  

MODULE TWO: Transfer controller to processor  

(a) Any dispute arising from these Clauses shall be re-
solved by the courts of an EU Member State.  

(b) The Parties agree that those shall be the courts of 
Germany (specify Member State).  

(c) A data subject may also bring legal proceedings 
against the data exporter and/or data importer before 
the courts of the Member State in which he/she has 
his/her habitual residence.  

(d) The Parties agree to submit themselves to the juris-
diction of such courts.  

 

ANNEX I 

 
A. LIST OF PARTIES  

(MODULE TWO: Transfer controller to processor)  

Data exporter(s): [Identity and contact details of the 
data exporter(s) and, where applicable, of its/their data 
protection officer and/or representative in the Euro-
pean Union]  

The entity described as “Customer” in the DPA.  

Data importer(s): [Identity and contact details of the 
data importer(s), including any contact person with re-
sponsibility for data protection]  

Name: 1NCE GmbH, Address: Sternengasse 14-16, 
50676 Cologne, Germany  

Contact person’s name, position and contact details:  

Activities relevant to the data transferred under these 
Clauses: As described in the DPA  

Signature and date: ...  

Role (controller/processor): ... ...  

B. DESCRIPTION OF TRANSFER  

(MODULE TWO: Transfer controller to processor)  

Categories of data subjects whose personal data is 
transferred As described in 2.3 of the DPA 
Categories of personal data transferred 
As described in 2.3 of the DPA  

Sensitive data transferred (if applicable) and applied re-
strictions or safeguards that fully take into considera-
tion the nature of the data and the risks involved, such 
as for instance strict purpose limitation, access re-
strictions (including access only for staff having fol-
lowed specialised training), keeping a record of access 
to the data, restrictions for onward transfers or addi-
tional security measures.  

As described in 2.3 of the DPA  

The frequency of the transfer (e.g. whether the data is 
transferred on a one-off or continuous basis).  
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As described in 2.3 of the DPA  

Nature of the processing as described in 2.3 of the DPA  

Purpose(s) of the data transfer and further processing 
As described in 2.3 of the DPA  

The period for which the personal data will be retained, 
or, if that is not possible, the criteria used to determine 
that period  

As described in 2.3 of the DPA  

For transfers to (sub-) processors, also specify subject 
matter, nature and duration of the processing  

As described in 2.3 of the DPA  

C. COMPETENT SUPERVISORY AUTHORITY 
MODULE TWO: Transfer controller to processor 
Identify the competent supervisory authority/ies in ac-
cordance with Clause 13 According to German Federal 
Struktur.  

 
ANNEX II  
 

TECHNICAL AND ORGANISATIONAL MEASURES IN-
CLUDING TECHNICAL AND ORGANISATIONAL 
MEASURES TO ENSURE THE SECURITY OF THE DATA  

(MODULE TWO: Transfer controller to processor)  

EXPLANATORY NOTE:  

The technical and organisational measures must be de-
scribed in specific (and not generic) terms. See also the 
general comment on the first page of the Appendix, in 
particular on the need to clearly indicate which 
measures apply to each transfer/set of transfers.  

Description of the technical and organisational 
measures implemented by the data importer(s) (includ-
ing any relevant certifications) to ensure an appropriate 
level of security, taking into account the nature, scope, 
context and purpose of the processing, and the risks 
for the rights and freedoms of natural persons:  

The technical and organizational security measures im-
plemented by the data importer are described in the 
DPA.  

 

ANNEX III  

LIST OF SUB-PROCESSORS  

(MODULE TWO: Transfer controller to processor)  

EXPLANATORY NOTE:  

This Annex must be completed for Modules Two and 
Three, in case of the specific authorisation of sub-pro-
cessors (Clause 9(a), Option 1).  

The controller has authorised the use of the following 
sub-processors: As described in 7.1 of the DPA  
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	2.4 Compliance with Laws
	Each party will comply with all laws, rules and regulations applicable to it and binding on it in the performance of this DPA, including the GDPR.

	3. Customer Instructions
	The parties agree that this DPA and the Agreement (including the provision of instructions via configuration tools such as the API, Customer Portal, 1NCE OS IoT device endpoints and the 1NCE OS Cloud Connector made available by 1NCE for 1NCE OS consti...

	4. Confidentiality of Customer Data
	1NCE will not access or use, or disclose to any third party, any Customer Data, except, in each case, as necessary to maintain or provide 1NCE OS, or as necessary to comply with the law or a valid and binding order of a governmental body (such as a su...

	5. Confidentiality Obligations of 1NCE employees
	1NCE restricts their employees from processing Customer Data without previous authorization by 1NCE. 1NCE imposes appropriate contractual obligations upon its employees, including relevant obligations regarding confidentiality, data protection, data s...

	6. Security of Data Processing
	6.1 1NCE has implemented and shall maintain the technical and organizational measures for the 1NCE Network as described in its security concept to fulfill the catalogue of security requirements for the “Operation of Telecommunications and Data Process...
	a) security of the 1NCE Network as set out in the security concept;
	b) physical security of the facilities as set out in the security concept;
	c) measures to control access rights for 1NCE employees and contractors in relation to the 1NCE Network as set out in the security concept; and
	d) processes for regularly testing, assessing and evaluating the effectiveness of the technical and organizational measures implemented by 1NCE as described in the security concept.

	6.2 The Customer may elect to implement technical and organizational measures in relation to Customer Data. Such technical and organizational measures include the following which may be obtained by the Customer from 1NCE as described in the Documentat...
	a) pseudonymization and encryption to ensure an appropriate level of security;
	b) measures to ensure the ongoing confidentiality, integrity, availability and resilience of the processing systems and services that are being operated by the Customer;
	c) measures to allow the Customer to backup and archive appropriately in order to restore availability and access to Customer Data in a timely manner in the event of a physical or technical incident; and
	d) processes for regularly testing, assessing and evaluating the effectiveness of the technical and organizational measures implemented by the Customer.


	7. Sub-processing
	7.1 Authorized Sub-processors
	The Customer agrees to the commissioning under the condition of a contractual agreement in accordance with applicable Law, to use the following sub-processors to fulfill its contractual obligations under this DPA or to provide certain services on its ...
	The Customer consents to 1NCE’s use of sub-processors as described in this Section.  Except as set forth in this Section, or as the Customer may otherwise authorize, 1NCE will not permit any sub-processor to carry out processing activities on Custome...

	7.2 Authorized Sub-processors
	Where 1NCE authorizes any sub-processor as described in Section 7.1
	a) 1NCE will restrict the sub-processor’s access to Customer Data only to what is necessary to maintain 1NCE OS or to provide 1NCE OS to the Customer and any End Users in accordance with the Documentation and 1NCE will prohibit the sub-processor from ...
	b) 1NCE will enter into a written agreement with the sub-processor and, to the extent that the sub-processor is performing the same data processing services that are being provided by 1NCE under this DPA, 1NCE will impose on the sub-processor the same...
	c) 1NCE will remain responsible for its compliance with the obligations of this DPA and for any acts or omissions of the sub-processors that cause 1NCE to breach any of 1NCE’s obligations under this DPA.


	8. Data Subject Rights
	Considering the nature of 1NCE OS, 1NCE offers the Customer certain controls as described in Sections 2.2 and 6.2 that the Customer may elect to use to comply with its obligations towards data subjects. In the case that a data subject contacts 1NCE wi...

	9. Security Breach Notifications
	1NCE shall inform the Customer without undue delay of any disruptions, breaches of data protection regulations or agreed stipulations through 1NCE or the persons employed by it as well as of any suspected data protection breaches or irregularities in ...

	10. Audits
	The Customer agrees to exercise any right it may have to conduct an audit or inspection, including under the Standard Contractual Clauses if they apply, by instructing 1NCE to carry out the audit. If the Customer wishes to change the instruction regar...

	11. Transfers of Customer Data
	The Standard Contractual Clauses will apply to Customer Data that is transferred outside the EEA, either directly or via onward transfer, to any country not recognized by the European Commission as providing an adequate level of protection for persona...

	12. Return or Deletion of Customer Data
	After completion of the contractual performances, 1NCE shall have all data, documents and processing or usage results obtained by 1NCE and sub-processors in connection with the contractual relationship:
	a) returned to the Customer; or
	b) deleted or destroyed in accordance with applicable data protection regulations; the deletion or destruction must be confirmed to the Customer in writing or in electronic form, stating the date of deletion or destruction.


	13. Termination
	This DPA shall continue in force until the termination of the Agreement (hereinafter referred to as “Termination Date”)

	14. Liability
	14.1 With regard to liability towards data subjects, the parties herewith expressly refer to Art. 82 GDPR as mandatory law.
	14.2 As to the mutual liability of the parties in all other respects, the liability and indemnification provisions of the Agreement shall apply mutatis mutandis to this DPA.

	15. Miscellaneous
	15.1 Should the Customer’s property as to data carriers or the personal data itself that is processed by 1NCE be endangered by measures of third parties (such as seizure or confiscation), by insolvency proceedings or by other events, 1NCE must inform ...
	15.2 Except as amended by this DPA, the Agreement will remain in full force and effect.  If there is a conflict between any other agreement between the parties including the Agreement and this DPA, the terms of this DPA will control, except that the s...
	15.3 Should any provision of this DPA be or become invalid or unenforceable in whole or in part, or should this DPA contain a gap, this shall not affect the validity of the remaining provisions of this DPA. In this case, the parties undertake to agree...


